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1	Decision/action requested
It is proposed to approve the following proposal.
2	References
[1]       3GPP TS 33.250 " Security assurance specification for the PGW network product class".
[2]       3GPP TS 33.116 " Security Assurance Specification(SCAS) for the MME network product class".
[3]       3GPP TS 33.117 " Catalogue of general security assurance requirements" (V14.1.0).

3	Rationale
This contribution proposes to resolve the following editor’s notes:
1. The following editor’s note is quoted from clause4.2.4:
 Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.4 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
Since there are no PGW-specific additions to clause 4.2.4 of TS 33.117, we propose to delete this editor’s note and add the illustration. 
Note: when the above editor’s note was written, it referred the TS 33.117 at that time. The version of TS 33.117 was early and clause4 (i.e. security objectives) which was deleted latter was included. So, clause 5.2.4 of TS 33.117 mentioned in the above editor’s note is clause 4.2.4 of TS 33.117 (V14.1.0). 
This note can also apply to other editor’s notes in TS 33.250.
2. The following editor’s note is quoted from clause4.2.5:
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.5 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
Since there are no PGW-specific additions to clause 4.2.5 of TS 33.117, we propose to delete this editor’s note and add the illustration. 
3. The following editor’s note is quoted from clause4.2.7:
Editor's Note: This clause will describe the PGW-specific security requirements and related test cases in addition to the categories in clause 5.2 of TS 33.117.
Since there are no PGW-specific additions to the categories in clause 4.2 of TS 33.117, we propose to delete this editor’s note and clause 4.2.7 can also be deleted. 
4. The following editor’s note is quoted from clause4.3.3:
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.3.3 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
As this WI is coming to an end, this non-technical editor’s notes are no longer useful and we propose to delete it.
5. The following editor’s notes are quoted from clause4.3.3.1.1, 4.3.3.1.3, 4.3.3.1.4 and 4.3.3.1.5 respectively:
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.1 of TS 33.117 FFS.
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.3 of TS 33.117 FFS.
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.5 of TS 33.117 FFS.
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.6 of TS 33.117 FFS.
Since there are no PGW-specific additions to clause 4.3.3.1.1, 4.3.3.1.3, 4.3.3.1.4 and 4.3.3.1.5 of TS 33.117, we propose to delete these editor’s notes. We can find that there are also no PGW-specific additions to clause 4.3.3.1.2 of TS 33.117 in clause 4.3.3.1.2, so we propose to add the illustration in clause 4.3.3 and don’t list sub-clauses.
5. The following editor’s notes are quoted from clause 4.3.4:
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.3.4 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
As this WI is coming to an end, this non-technical editor’s notes are no longer useful and we propose to delete it. In addition, there are no PGW-specific additions to clause 4.3.4 of TS 33.117, we propose to add some illustrations.
6. The following editor’s note is quoted from clause4.3.6:
Editor's Note: This clause will describe the PGW-specific security requirements and related test cases in addition to the categories in clause 5.3 of TS 33.117.
Since there are no PGW-specific additions to the categories in clause 4.3 of TS 33.117, we propose to delete this editor’s note and clause 4.3.6 can also be deleted. 
In addition to the above revisions, two proposals are also proposed as below:
1. Since clause 4.2.6.1 and clause 4.2.6.2 of TS 33.117 apply to PGW, we propose to add these contexts into TS 33.250 and re-order the clauses similar to TS 33.117. 
2. Clause 4.3.5.1 describes the security requirements and related test cases about the traffic separation of user plane from O&M and control plan, but the security requirement in clause 4.3.5.1 of TS 33.117 (i.e. the physical or logical separation of O&M and control plane traffic) and related test case also applies to the PGW, we propose to add a note to illustrate this.

4	Detailed proposal
****** START OF THE FIRST CHANGES *****
[bookmark: _Toc476056148]4.2.4	Operating systems
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.4 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. 
There are no PGW-specific additions to clause 4.2.4 of TS 33.117. 
[bookmark: _Toc476056149]4.2.5	Web servers
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.5 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
There are no PGW-specific additions to clause 4.2.5 of TS 33.117. 
[bookmark: _Toc476056150]4.2.6	Network devices
[bookmark: _Toc461721973][bookmark: _Toc476056151]4.2.6.1 	Protection of Data and Information
There are no PGW-specific additions to clause 4.2.6.1of TS 33.117. 
[bookmark: _Toc461721974]4.2.6.2 	Protecting availability and integrity
There are no PGW-specific additions to clause 4.2.6.2 of TS 33.117. 
4.2.6.13	IP Address reallocation interval
Editor’s Note: It is ffs whether this requirement should be mandated or whether other countermeasures are possible
Requirement Name: IP Address Reallocation Interval
Requirement Description:
The PGW shall support a mechanism to set an interval between an IP address reallocation.
Security Objective references: tba.
Test case: 
Test Name: TC_ IP-ADDRESS_REALLOCATION_INTERVAL
Purpose:
Verify that the PGW supports an IP address reallocation interval technique. 
Procedure and execution steps:
Pre-Condition:
-	Documentation describing how to configure an IP address reallocation interval. 
Execution Steps
1. Configure the IP address reallocation interval to T according to the product documentation.
2. Allocate an IP address IP1 to UE1. 
3. Make UE1 release the IP address IP1.
4.  Within an interval of T after the release of IP1, make the PGW allocate the IP address IP1 to UE2.
5. Attempt the step 4 in more time than T after the release of IP1.
Expected Results:
1)	In execution step 4, the reallocation attempt is rejected.
2)	In execution step 5, the reallocation attempt is accepted.
Expected format of evidence:
A PASS or FAIL.
[bookmark: _Toc476056152]4.2.6.24	MS/UE-Mutual Access Prevention
Requirement Name: MS/UE-Mutual Access Prevention
Requirement Description:
The PGW shall support a mechanism to prevent MS/UE-mutual access attacks (e.g. configure a filtering rule to drop all mutual access packets). 
Security Objective references: tba.
Test case: 
Test Name: TC_ MS/UE-MUTUAL_ACCESS_PREVENTION
Purpose:
Verify that the Network Product supports a MS/UE-Mutual Access Prevention technique. 
Procedure and execution steps:
Pre-Condition:
-	The PGW has configured two (or more) IP address segments for UEs named IPSeg 1 and IPSeg 2 (e.g. 10.40.0.0/16、10.42.0.0/16).
-	The PGW has 2 different logical or physical Ethernet ports and each port is connected to a host.
-	A PGW analyser on the network product (e.g. tcpdump) is available.
-	A packet analyzer on the UEs is available.
Execution Steps:
1. The tester configures the PGW to block direct UE to UE traffic according to product documentation.
2. The tester configures a filtering rule that UEs with IP address in IPSeg 1cannot access to servers with IP address in IPSeg 2 and vice versa.
3. The PGW allocate the IP1 within the IPSeg 1 to UE 1.
4. The PGW allocate the IP2 within the IPSeg 2 to UE 2. 
5. The UE1 sends a packet with destination IP Address set to IP3 different from IP1 within the IPSeg 1.
6. The UE1 sends a packet with destination IP Address set to IP2.
7. The UE2 sends a packet with destination IP Address set to IP4 different from IP2 within the IPSeg 2.
8. The UE2 sends a packet with destination IP Address set to IP1.
Expected Results:
Using the network analyser the tester verifies that the packets are correctly received and discarded by the PGW. The tester verifies that the packets are correctly sent by the UE through the packet analyzer on the UEs. 
NOTE: 	The IP address segments allocated to UEs are separate from the IP address segments of PDN servers.
Expected format of evidence:
A log from analyser to show the process. 
[bookmark: _Toc476056153]4.2.7	Other security functional requirements on the PGW
Editor's Note: This clause will describe the PGW-specific security requirements and related test cases in addition to the categories in clause 5.2 of TS 33.117. 

****** END OF THE FIRST CHANGES *****
****** START OF THE SECOND CHANGES *****
[bookmark: _Toc476056157]4.3.3	Operating systems
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.3.3 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
There are no PGW-specific additions to clause 4.3.3 of TS 33.117. 
[bookmark: _Toc476056158]4.3.3.1	General operating system requirements and test cases
[bookmark: _Toc476056159]4.3.3.1.1	IP-Source address spoofing mitigation
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.1 of TS 33.117 FFS.
[bookmark: _Toc476056160]4.3.3.1.2	Minimized kernel network functions
There are no PGW-specific additions to clause 4.3.3.1.2 of TS 33.117.
[bookmark: _Toc476056161]4.3.3.1.3	No automatic launch of removable media
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.3 of TS 33.117 FFS.
[bookmark: _Toc476056162]4.3.3.1.4	Protection from buffer overflows
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.5 of TS 33.117 FFS.
[bookmark: _Toc476056163]4.3.3.1.5	External file system mount restrictions
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.6 of TS 33.117 FFS.
[bookmark: _Toc476056164]4.3.4	Web servers
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.3.4 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
There are no PGW-specific additions to clause 4.3.4 of TS 33.117. 
[bookmark: _Toc476056165]4.3.5	Network devices
[bookmark: _Toc476056166]4.3.5.1	Traffic separation
Requirement Name: Traffic Separation
Requirement Description:
The PGW shall support physical or logical separation of O&M and control plane traffic, O&M and user plane traffic, control plane and user plane traffic respectively.
Note1: The security requirement in clause 4.3.5.1 of TS 33.117 (i.e. the physical or logical separation of O&M and control plane traffic) and related test case also applies to the PGW.
Note2: The requirement that is different from TS 33.117[3], clause 4.3.5.1 is that the traffic separation of user plane from O&M and control plane which is considered to be PGW-specific has been take into account in present document. 
Security Objective references: tba.
Test case: 
Test Name: TC_TRAFFIC_SEPARATION
Purpose:
To test whether O&M traffic is separated from user plane traffic, control plane traffic is separated from user plane traffic. 
Procedure and execution steps:
Pre-Condition:
The PGW has at least one separate (logical) interface dedicated to O&M traffic and at least two (logical) interfaces for control plane traffic and user plane traffic respectively. The PGW for which the test applies and that fail to meet this precondition fail the test by definition. 
Execution Steps
Execute the following steps:
1.	The tester checks whether the PGW refuses O&M traffic on all interfaces meant for user plane traffic.
2.	The tester checks whether the PGW refuses user plane traffic on all O&M interfaces.
3.	The tester checks whether the PGW refuses control plane traffic on all interfaces meant for user plane traffic.
4.	The tester checks whether the PGW refuses user plane traffic on all control plane interfaces.
Expected Results:
The six tests should be successful, i.e. the PGW refuses traffic in all of the four steps.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation results.
[bookmark: _Toc476056167]4.3.5.2	User Plane Traffic Differentiation
Requirement Name: User Plane Traffic Differentiation
Requirement Description:
The PGW shall support the user plane traffic differentiation (e.g. enterprise, internet, etc) by setting the specific APNs, and shall support the traffic isolation based on the APNs (e.g. using VPN). 
Editor’s note: Other 3GPP specifications need to be cross-checked for requirements on APNs, especially 3GPP TS 23.401. The above requirement may have to be adapted or replaced by a reference.
Security Objective references: tba
Test case: 
Test Name: TC_USER PLANE TRAFFIC_DIFFERENTIATION
Purpose:
1. To test whether the user plane traffics is differentiated by setting the specific APNs.
2. To test whether the traffic is isolated based on the APNs.
Procedure and execution steps:
Pre-Condition:
The PGW has configured several APNs for the testing, and every APN is configured to associate with specific VPN (e.g. the VPN can be GRE) for user plane traffic. For example, APN1’s traffic is sent and received by VPN1, and APN2’s traffic is sent and received by VPN2.
The PGW for which the test applies and that fail to meet this precondition fail the test by definition. 
Execution Steps
Execute the following steps:
1. The tester checks whether APN1’s traffic is sent and received by VPN1;
2. The tester checks whether APN2’s traffic is sent and received by VPN2;
3. The tester checks whether APN1’s traffic is not sent and received by VPN2;
4. The tester checks whether APN2’s traffic is not sent and received by VPN1;
Editor’s note: The test case need to be more detailed.
Expected Results:
The four tests should be successful.
Expected format of evidence:
The APN traffic is sent and received by the right VPN.
[bookmark: _Toc476056168]4.3.6	Other PGW-specific adaptations of hardening requirements and related test cases
Editor's Note: This clause will describe the PGW-specific security requirements and related test cases in addition to the categories in clause 5.3 of TS 33.117. 

